JIEP)KABHUM YHIBEPCUTET IHOPACTPYKTYPHU TA

TEXHOJIOI'I!

KuiBcbKkHii IHCTUTYT 3a/0i3HMYHOIO TPAHCIIOPTY

dakyabTeT «[HPpacTPpyKTYpa i pyXoMuii CKJIaJ 3aJi3HUIbY»

Kadeapa «ABromaru3zaiiisi Ta KOMI ‘ IOTEPHO-IHTETPOBaH1 TEXHOJIOT1i

TPAHCIIOPTY»

3aTBepaKyIo

3aBinyBau kadenpu AKITT
70,047 O.A. Tepuiii
7¢ /

( A&

TIporoxon Ne 7 Bin 12 6epesns 2024 p

OIMMC HABYAJILHOI JTUCLUATIJITHA

Buxknagau Kanguaat TexHiYHUX HAyK, JOIICHT
I'onuaposa Jliaist JIeoHiniHa
E-mail goncharova_ll@gsuite.duit.edu.ua

HaBuyajanHa qucuuiuiina

3axucT 1HpopmMaIli B KOMIT'FOTEPHUX CUCTEMax 1
Mepekax

Odiniitna Ha3Ba 0CBITHBLOL
nporpaMu

KoM’ toTepHi TeXHOJIOTIi Ta CUCTeMU
MITYYHOTO THTEICKTY

PiBeHbL BHIIIO] OCBITH

nepiuii (0akagaBpChbKUiA)

I'any3b 3HaHb

15 ABTomaTu3zallisg Ta npuiaao0y/yBaHHsS

CneuniajabHicTh

151 ApTomaTu3ailisi Ta KOMI FOTEPHO-
IHTETPOBAHITEXHOJIOT11

Oo0cAar TMCHUILTIHY B
kpeautax ECTS

4

Craryc AMCHUILTiHA
(000B’s13K0Ba, BUOIPKOBA)

Huxn nuctumuiia npodeciiHoi MiAroTOBKY,
BUOIpKOBa

1



MeTa BUBYEHHSA
JTUCHUILTIHA

Mera BHUBYEHHS NUCIMIUIIHA HANaTH CTYyJICHTaM
OCHOBHI BIJJOMOCTI 3 MpPHUHIMIIB MOOYAOBU Ta
(yHKITIOHYBaHHS 3aco0iB 3M1CHEHHS
HECAHKIIIOHOBAHOTO JOCTYIy, HABYUTHU CTYIECHTIB
BUKOPUCTOBYBAaTH HaOyTl 3HAHHA 3 MPUHIUIIB
noOyZ0BM Ta  KOMIUIEKCHOTO  3aCTOCYBaHHS
OCHOBHMX MpPOrpaMHUX Ta MPOrpaMHO-anapaTHUX
3ac001B 3aXMCTY BijJl HECAHKI[IOHOBAHOTO JOCTYITY
B KOMIT'FOTEPHUX CUCTEMAX

InTerpanbna
KOMIIETEHTHICTH

3MaTHICTh PO3B’SI3yBAaTH CKJIAJHI CHEIiani30BaHi
3ajayl  Ta  MPaKTU4YHI  mpoOiemMu, 10
XapaKTepU3yIOThCS KOMIUIEKCHICTIO Ta
HEBU3HAUEHICTIO YMOB, IiJ dYac mpodeciiHol
TISUTBHOCTI Yy Tajiy3l aBToMaTu3alli abo y mporeci
HaBYaHHS, 110 epeadavae 3acTOCyBaHHs TEOpii Ta
METO/I1B rajy3i.

3arajbHi, cnemiajabHi
(paxoBi) KOMIIETEHTHOCTI

®K6. 31aTHICT, BUKOPUCTOBYBATH JIJIsS BUPIIIICHHS]
npodeciiiHUX 3aBJaHb HOBITHI TE€XHOJIOTII y Taly3]
aBTOMaTU3allli Ta  KOMI IOTEPHO-IHTEIPOBAHUX
TEXHOJIOT1i, 30Kpema, IPOEKTYBaHHS]
OaraTopiBHEBUX CHCTEM KepyBaHHs, 300py JaHUX
Ta iX apxiByBaHHS 1jis1 GOpMyBaHHsS 0a3u JaHUX
nmapaMmeTpiB mpoiecy Ta iX Bigyamizamii  3a
JI0TIOMOT 010 3ac001B JIOANHO-MAIIUHHOTO
iHTepdeiicy.

®K?7. 3natHicTh OOIPYHTOBYBATH BUOIP TEXHIUHO]
CTPYKTYpH Ta BMITH pPO3POOJSATH MPUKIATHE
nporpaMHe 3a0e3nedeHHs A7 MIKpOIMpPOLECOPHUX
CHUCTEM KepyBaHHS Ha 0a3i JOKaIbHHX 3ac00iB
aBTOMAaTHU3allii, IPOMHMCIIOBUX JIOT1YHUX
KOHTPOJIEPIB Ta MPOTrpaMOBaHUX JOTIYHUX MATPHUILh
1 CUTHAJILHUX TIPOIIECOPIB.

OKS. 31aTHICTD MPOEKTYBAaHHS CHUCTEM
aBTOMAaTH3allli 3 BpaxyBaHHSIM BUMOT BIJIMOBIIHUX
HOPMATHUBHO-TIPABOBUX JOKYMEHTIB T
MDKHApOJAHHUX CTaHIAPTIB.
®KO9. 3natHicTh BIIBHO KOPUCTYBATUCH CYYaCHUMH
KOMIT FOTEPHUMH Ta 1H(pOpMaLIHUMY
TEXHOJIOTIIMU  JUIs  BHUpIMIEHHS MpodeciiHuK
3aBlaHb, NPOTpaMyBaTH Ta BUKOPHUCTOBYBATH
OPUKIATHI Ta CHeliali3oBaHl  KOMII IOTEPHO-
IHTErpoOBaHi CepeZOBUILA IS BUPILICHHS 3a]a4
aBTOMATH3AIII].




3MICT HABYAJIbHOI JUCIIUILIITHU 3A TEMAMU

3microBuit MmoayJb 1 «Buau 3arpo3 ingopManii B TeJIeKOMYHIKaIIHHAX MepesKax»

Tema 1. Ilpeamer qucuMILTiHY, il WiJIi, CTPYKTYpa Ta 3a1a4i.

Jlitepatypa, MeToAWYHI BKa3iBKM 1o juciuiuiiHi. CyTb, TOXOJKEHHS Ta
PO3BUTOK MpoOieM 3axucTy iH(popmalii B TEIEKOMYHIKalIMHUX MepexKax.
OcCHOBHI NHUTaHHA O€3MEKH TEIEKOMYHIKaIHHUX Mepex ((i3uyHi, JOT14HI Ta
COITIaJIbHI).

Tema 2. be3neka ingopmaniiiHux pecypcis.

Buznauenns. 3arposu iHdopmariiiHiii  6esnerni. Moaem  [lopymenns
Indopmamiitnux pecypciB. Metoau 1 3acobu opranizamii iHGoOpMaIiiHOT
oesneku. [Hpopmarriiina cucrema, sik 00’ €KT 3aXUCTy. ATaku Ha iH(OpMaIIiitH1
pecypcu cucteMu. PiBHI 3axucTy iHpopmariiHux cucteM. OCHOBHI TIPUHIIUIIH
3axuCTy 1HpOpMaIlii.

Tema 3. IndopmaniiiHo-KOMYHiKaIIiiHI KOMIT’IOTEPHI CHCTEMH Ta MepexKi.
BuznauenHs iHopMamiiHO-KyMyHIKAIlIMHUX CcHCTEeM. Mojenb B3aeMoii
BigkpuTux cuctem OSI. Opranizauist iHQOpMaIiitHOT CUCTEMH NTepeaayl JaHUX.
lepapxiuna TexHOJIOTisI cepBepHOi B3aemoii. Opranizamis B3aemoaii WEB-
HaBiratopiB. Po3noainena o6poOka indopmailii Ha OCHOBI MITPYIOYHX IPOTpaMm.
Opranizalis CUICTEMHOTO TOCTymy A0 06a3 naHux. CydacHi CHCTeMHU CepBEPHOI
B3aemonii. Kowmm’riorepHi  Mepexi  MOHITOPUHTY  PEXHMIB  CHUCTEM
CJICKTPOIIOCTAYaHHSI 3aJT13HUIIb.

Tema 4. 3axucr ingopmauii y 0e31poTOBHUX CHCTEMAX Mepeaayi JaHUX.
Ocob6mmBocTi mepenayi iHGopMalii y O€3IpOTOBUX Mepexax. 3aBaoCTIHKi
CIocoOM KOAYyBaHHSA B KaHajlax Oe3apoToBOro 3B’sa3Ky. Opranizailis Mepex
6e3npoToBoro 3B’s3Ky. CynyTHUKOBI iHGoOpMaliiHi cuctemu. Oprasizaris
MHOXWHHOTO JIOCTYIY /10 1HPOpMAIlIHHUX PECYPCIB.

3micToBuii Moayab 2 OcHOBHI 3ac00i 3axucty iHpopmanii B TeJleKOMYHIKaIIiTHAX
Mepe:Kax

Tema 5. Opranizanis Kpunrorpagiunoro 3axucry inpopmamii.
OcHoBu kpunrorpadiunoro 3axucty. Kpuntorpadiuni meronu. [llludpysanus
iHpopManii B KaHamax 3B’SI3Ky 3 BUKOPHUCTAHHSAM KIIOYIB. AJITOPUTMH
oprasizamii UGpPOBOro MHIAMHUCY. ANTOPUTMH 3 BUKOPHUCTAHHSIM KIIOYiB.
Kpunrorpadiunuit 3axuct iHhpopMaiiHO-KOMYHIKalIHHUX CHCTEM.

Tema 6. OcHOBM 3aXHCTYy Bii pyiHiBHMX POrPAMHMX BILTHUBIB.
3axuct mporpamHoro 3abesneueHHs. Knacudikamis 3arpo3. Knacudikarris
KOMIT'IOTEpHUX  BipyciB. MeTtoaun Ta 3aco0u  3aXUCTy MPOrpaMHOIO
3a0esneueHHs. Metoau OOpoThOM 3 BIpycamMu. 3axMCT IPOTPaMHOIO
3a0e3neueHHs Bij peacaMOepiB Ta Ha Hajaro pKyBadiB. CUCTEMHUM TAXid 10
3aXHUCTy MPOrPaMHOTO 3a0e3MeUeHHs.

Tema7. 3aragbHi MOJIO:KeHHH 3axUCTy iH(poOpManii Ha OCHOBI MIXKHAPOJIHHUX

CTaHIAPTIB.
besnexa iHdopmamiiinux pecypciB. Oprasizamiss TEXHIYHOTO 3aXHUCTY
iHpopmarii. MeToauka 1 KpuTepii OLIHKM 3axuiieHocTi iHdopmarii. 3axuct
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Mudp

ITIPH6

IIPH12

ITPH17

iHbopmarii Ha O6asi ISO/IES. 3amaui opramizamii Oe3meku iH(popmarrii
VYrpapiiHHS AOCTYIIOM 1 3a0€3Me4YeHHs IIJIICHOCTI MTPOTPAMHOT0 3a0€3MeUeHHS.

PE3YJbBTATHU HABYAHHAA

[IporpamHi (ouikyBaH1) pe3yibTaTH HaBYaHHS

BMmiTu  3acTOCOBYBAaTM METOIM CHUCTEMHOTO aHaji3y, MOJEIOBaHHS,
iaeHTudikamii Ta YMCIOBI METOIU JJS PO3POOJECHHS MaTeMaTHYHUX Ta
IMITaIIHHAX MOJIEIEH OKPEMHX €JIEMEHTIB Ta CHCTEM aBTOMATHU3AIII1 B I[IJIOMY,
JUIS  aHaji3y SKOCTI iX (yHKUIOHYBaHHS 13 BUKOPHCTAHHSM HOBITHIX
KOMII FOTEPHUX TEXHOJIOT1H.aBTOMATH3allii Ta CUCTEM KepyBaHHS.

BMmiTH  BUKOpPHUCTOBYBAaTM  pI3HOMaHITHE  CIHEIlalli30BaHE  IPOTPaMHE
3a0e3meueHHsT I PO3B’SA3yBaHHS THUIIOBUX IH)KEHEPHHUX 3a7ad y Taiysi
aBTOMATH3aIlli, 30KpeMa, MaTeMaTUIHOTO MOJICTIOBaHHS, aBTOMATH30BaHOTO
MIPOCKTYBaHHS, KEpYBaHHS 0a3aMu TaHUX, METO/IIB KOMIT FOTEPHOI rpadiku.

BwmiTi BUKOpHCTOBYBAaTH MPOrpaMHi Ta TEXHIYHI 3aCO0M MIKPOIPOLECOPHOT
TEXHIKH 711 TOOYJOBM PI3HUX MIKPONPOIIECOPHUX CHCTEM, 3acolu
nporpaMyBaHHsI MIKPOKOHTPOJIEPIB ISl pealii3allii ajJropuTMiB YIpaBiIiHHS,
KOHTPOJIIO Ta JIarHOCTUKH CHCTEM aBTOMATH3Alll].

OLIHIOBAHHA

®opMHU OTOYHOTO Ta [Torounwuii KOHTPOIB — 60 OasiB
1JICYMKOBOTO ITpomixkHMi1 KOHTpOJB — 20 OasiB
KOHTPOJTIO [TincymkoBuii KOHTpOJIb — 20 6aniB

KPUTEPII OLIITHIOBAHH S PE3YJIbTATIB HABUAHHS

[limcymkoBi OaiM 3 HaBYAJILHOI JUCIMIUTIHM BU3HAYAKOTHCS SK cymMa OalliB,
OTpPUMaHUX 3700yBa4eM MPOTITOM CEeMecTpy, Ta OaliB, 3apoOJIeHUX IIiJl Yac
T1JICYMKOBOTO KOHTPOJTHO (3aTiK).

[TincymxoBi 6anu = [lotounuit kKouTpoab + [IpomixkHuit KOHTpOIb + [ligcymMKoBHiA

KOHTPOJIb
[IKAJIA OIIIHFOBAHHSA: HAIIIOHAJIBHA TA ECTS
Omiuka | Ormigka 3a Orminka 3a mxanoro ECTS
B Oanax | HamioHanabHOIO | OmiHKa ITosscHeHHS
IIKaJI0X0
90-100 BigminHo A «BigMiHHO» — TEOPETHYHHH 3MICT KypCy 3aCBOEHHH LIIIIKOM; HEOOXiHi
(«3apaxoBaHO») NPaKTHYHI HABUYKK POOOTH 3 ONTAaHOBAaHMUM MaTepiajgoM c(hOopMOBaHi;
BCi HaBUYaJIbHI 3aBJIaHHS, TIepe0adeHi MporpaMoro HaBYaHHsI, BUKOHAH1
B MOBHOMY 00CsI3i; IizicyMKkoBa poOoTa BUKOHaHa 0€3 MOMHIOK abo 3
OJIHI€I0—/IBOMa HE3HAYHUMH [TOMHJIKAMH.




82-89 Hobpe B «dyxe nobpe» — TEOPETHYHHMH 3MICT KypCy 3aCBOEHHMH IIKOM;
(«3apaxoBaHOY) HEOOXiHI MPaKTW4HI HaBUYKK POOOTH 3 ONMAHOBAHUM MaTepialioM B
OCHOBHOMY Cc(OpMOBaHi; BCi HaBYaJbHI 3aBIaHHA, SAKi TependadeHi
MPOrpaMO0 HABYAHHS, BUKOHAHI Ta SIKiCTh BUKOHAHHS OLTBIIOCTI 3 HIX
OIlIHEHA KIJIBKICTIO 0aJiB, 110 € OJM3HKOI0 A0 MaKCHUMAaJIbHOI,
MiJICyMKOBa poO0OTa BUKOHAHA 3 KiJIbKOMa HE3HAYHHUMH TOMILTKAMH.

75-81 C «/{oOpe» — TeopeTHIHMIA 3MICT KypCy 3aCBOEHH ITIIKOM; MPAKTHIHI
HABUYKH POOOTH 3 ONMAHOBAHMM MAaTepiaioM B OCHOBHOMY C()OpPMOBaHi;
BCl HaBUYANbHI 3aBJaHHs, NepeadadeHi TNPOTrPaMO0 HABYAHHSA,
BHKOHaHi, ajle JesiKi 3aBIaHHs BUKOHAHI 3 MOMIJIKAMH, ITiJICYMKOBA
po0OoTa BHKOHAHA 3 JCKUIBKOMAa HE3HAYHHMH IMOMHJIKaMH abo 3
OJTHIEI0 — TBOMA CYTTEBUMH TOMHUIIKAMH.

65-74 3a710BUIBHO D «3a10BITbHO» — TEOPETHYHMI MaTepiall Kypcy 3aCBOEHHH HE TOBHICTIO,
(«3apaxoBaHOY) ajie MPOTAJTMHK HE € CYTTEBUMU; HEOOXITHI MPaKTUIHI HABHYKH POOOTH
3 ONaHOBaHMM MaTepiajJoM B OCHOBHOMY c(OpMOBaHi, OUIBIIICTH
HaBYaJIbHUX 3aB/IaHb, Iepe0aueHUX POrpaMoI0 HaBYaHHs, BUKOHAHI,
ajie neski 3 BUKOHAHUX 3aBJaHb MICTATh IOMUMJIKH; ITiJICYMKOBA
poOoTa BUKOHAHA 3 CYTTEBUMH ITOMUIIKAMH.

60—64 E «JlocTaTHRO» — TEOPETHIHMI MaTepial Kypcy 3aCBOEHHH YaCTKOBO;
chopmoBaHi He BCi HEOOXiJHI MPAKTUYHI HABUYKU POOOTH; YaCTHHA
HABYAJIBHUX 3aBIaHb, MepeA0AYCHUX MPOrpaMOI0 HABYAHHS, HE
BHKOHAHI a00 fAKICTh BUKOHAHHS OEAKMX 3 HHUX OI[iHEHAa KIIbKICTIO
OatiB, Mo € OJW3BKOIO 10 MiHIMAILHOT; BHKOHAHHS ITiJICYMKOBOL
poOOTH 3aJOBOIHHSE MIHIMYMY KPUTEPIiB OI[IHIOBAHHSI.

21-59 HesanosinsHo FX «YMOBHO HE3aJOBUILHO» — TEOPETHYHUI MaTepiall Kypcy 3aCBOEHUM
(«ue YaCTKOBO; HEOOXiIHI NpaKkTW4HI HABUYKH POOOTH HE c(hOpMOBaHi;
3apaxOBaHO») OLTBIITICTH HABYAIBHUX 3aBJIaHb, TepeI0aYeHUX MPOTrpaM HaBYaHHSI, HE

BUKOHaHi a00 SKiCTh iXHHOTO BHKOHAHHS OIliHEHA MiHIMaJILHOIO
KUTBKICTIO 0aJiiB; 32 yYMOBHM JOJATKOBOI CaMOCTIHHOI po0OoTH Hax
MaTepiaJioM Kypcy MOXKIUBE TIABUINCHHS SKOCTI BUKOHAHHS
HaBYAJILHUX 3aBJaHb (3 MOXKJIUBICTIO TIOBTOPHOTO CKJIAJaHH),
BUKOHAHHS TiICYMKOBO1 poOOTH MOTPeOye OOTpaIFOBaHHS.

1-20 F «Be3yMOBHO HE3a/I0BUIBHO» — TEOPSTHYHHH Martepial Kypcy He
3aCBOEHWH; HEOOXiTHI IPAKTHYHI HABUYKH poOOTH HE CPOopMOBaHi; BCi
HaBYAJIbHI 3aBIaHHS BUKOHAHI i3 TPyOMMH TOMWJIKaMH; JOAATKOBA
caMOCTIilHa po0oTa HaJl MaTepialoM Kypcy He TPUBEIC 10 3HAYUMOTO
Mi/IBUILEHHS IKOCTI BUKOHAHHSI HABUYAIBHUX 3aBJaHb; IiJCYMKOBY
po0OoTy MOTPiOHO MOBHICTIO MEPEPOOUTH.

CIIUCOK PEKOMEHJIOBAHOI JIITEPATYPU
ba3oBa
anerin B.®. 3axuct kommn totepHoi iHopmaii. EdekTrBHI MeToau Ta 3aco0u. —

K. IMK, 2012 — 544 c.

Cractok O.1., binan C.M., llIBapu .M., Tumuenko JI.I. 3axuct inpopmariii B
nugpoBux cucremax 3B’s13ky. HaBuanpuuit mocionuk. K., KYETT 2005

KOnin O.K., Kopuenko O.I'., Konaxosuu I'.®. 3axuct indpopmariii B Mmepexax
nepenadi ganux. [ligpyunuk. K., 2009

I'onuaposa JI.JI., Bozuenko A.Jl., Cractok O.I., KoBans FO.O. «OcHOBM 3axucty
iH(opMallii B TeJIeKOMYHIKalIMHUX Ta KOMIT 10TepHUX mepexax , K: JIETYT, 2013



5. T'op6atos B.C., ITonsuaceka O.FO. «Ocunosu Texnomorii PKI» K: Iapsya minis,
2011p. 248 c.
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